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Abstract—This paper proposes a novel architecture of a
simple, low energy silicon physically unclonable function arrays
depending on the large random variation of threshold voltage
of MOSFETSs operating in subthreshold region. The proposed
structure is a strong silicon PUF with 2°° challenge response
pairs and consumes an energy of 0.48pJ/bit. The PUF is simulated
in 65Snm CMOS technology and has a normalized inter-HD of
0.4982 and intra-HD of 0.0225.

I. INTRODUCTION

Silicon physically unclonable functions (PUF) are innova-
tive primitives to derive secrets from complex physical charac-
teristics of integrated circuits (IC). A Si PUF exploits random
mismatches in IC incurred during fabrication process to create
a unique code which is extremely difficult to predict or extract.
Thus, a PUF acts like a fingerprint for ICs. The lightweight
hardware encryption capability provided by Si PUFs make
it attractive for internet-of-things (IoT) applications where
power constraints prevent heavyweight cryptographic algo-
rithms from being used. A PUF has to satisfy two primary
requirements for it to be used as an authentication mechanism
a) the response of a PUF should be difficult to replicate and be
unknown even to its manufacturer and b) repeated evaluation
of a PUF with same challenge should yield the same response.
The first condition is a measure of uniqueness of the PUF
and is quantified by measuring the hamming distances (HDs)
between 2 distinct PUFs issued with the same challenge. This
metric is known as inter-HD and for an ideal PUF, normalized
inter-HD should be 0.5. The second condition is a measure
of reliability of PUF and is measured by issuing the same
challenge to a PUF over time and conditions. This metric is
known as intra-HD and for an ideal PUF, intra-HD should be
0. PUFs can be classified into 2 broad groups, strong PUF
and weak PUF. For a strong PUF, the number of challenge-
response pairs (CRPs) grows exponentially with area while for
weak PUFs, the number of CRPs grows linearly with area.

The first strong Si PUF was an arbiter PUF [1] which
generated a 1-bit response depending on the variation in
delay between two nominally identical paths. Variants of the
arbiter PUF include XOR-ing of parallel arbiter-PUFs [2]
and addition of feedforward path to inject nonlinearity [1].
Another widely used PUF is SRAM PUF which is a weak
PUF that generates a unique signature by exploiting the
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variations in threshold voltage of transistors in SRAM cell [3],
[4]. However, SRAM PUFs often exhibit bias and require
post-processing to improve stability. A current-mirror based
PUF [5] achieves high reproducibility without requiring post-
processing but at the cost of large area. [6] has presented
a series-NAND gate based weak PUF which reduces area
compared to the current-mirror PUF but is sensitive to supply
voltage variation. [7] extends the idea of [6] by using
cascaded two-transistor amplifiers biased in deep subthreshold
to generate a rail-to-rail output. The most recent work [8]
presents a strong analog PUF based on the subthreshold
current arrays of MOSFETSs. The strong nonlinear dependence
of MOS current on threshold voltage in the subthreshold region
is exploited to generate randomness.

We present a strong PUF based on voltage divider arrays
working in subthreshold region. The proposed PUF derives its
uniqueness from the wide random fluctuations in threshold
voltages of transistors in subthreshold region. A majority
voting technique is used to reduce noise from the comparator
and results in a low bit-error rate (BER) at a good energy
efficiency. The proposed work does not require any post-
processing to improve reproducibility.

The rest of this paper is organized as follows: Section II
presents the proposed strong PUF architecture, Section III
presents simulation results and the conclusion is brought up
in Section IV.

II. PROPOSED ARCHITECTURE

The proposed PUF architecture is shown in Fig. 1. The unit
cell consists of an inverter with gate and drain shorted such
that it acts as voltage divider. The PUF cell is biased in weak
inversion by a tail current source. A PUF array is formed by
connecting the unit cells through a switch (.57 in Fig. 1) which
is controlled by the challenge input C;. For each challenge
input, outputs of 2 identical PUF arrays are compared to form
the response output. The PUF cells are disconnected from the
supply through switch Sy during sleep mode. The strong-arm
latch in Fig. 2 is used as the comparator. Offset in comparator
leads to loss in randomness of the PUF response. Comparator
offset is calibrated using two additional transistors in parallel
to the input transistors [8].
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Fig. 1. Proposed PUF architecture
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Fig. 2. Comparator schematic

Since the current through the unit PUF stack is fixed by
the tail current (I in Fig. 1), the output voltage has similar
variance as threshold voltage V}j, of a transistor. In sub-micron
devices, V;j, exhibits large and spatially uncorrelated variation
which leads to the uniqueness of the proposed PUF cell. By
biasing the PUF in subthreshold, variance of V;;, is increased
even more. Fig. 3 shows the probability distribution of the dif-
ferential voltage between 2 PUF cells. The standard deviation
(o) of the differential voltage between 2 PUF cells is 35mV
and is calculated from 500 monte-carlo runs. For our design,
we use 60 such unit PUF cells to form the complete PUF.
The standard deviation of differential voltage, when all 60
PUF cells are connected to the comparator inputs, is SmV. The
comparator has to be designed such that its noise and offset
does not degrade reliability of the PUF. From monte-carlo
simulations, it is found that, by adjusting the voltages V., and
Vem between 0 to 400mV, 8mV offset can be compensated.
Noise from the PUF cells can be minimized by capacitive
loading of the comparator inputs which reduces bandwidth
of the PUF cells. For our design, the parasitic capacitance at
the comparator input was enough to significantly reduce noise
from PUF cells. Hence, in subsequent noise analysis, we will
only include the effect of comparator noise.

For an optimum design, we need to ensure a low bit-
error rate (BER) and low power consumption. Additionally,
the design also needs low systematic offset to prevent bias
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Fig. 3. PDF of differential voltage between PUF cells

in the generated output and ensure PUF uniqueness. For a
PUF output to be reproducible, the comparator noise has to
be low. Comparator noise depends on its power consumption
and input common-mode voltage, V.,,;. For the same power
consumption, comparator noise can be reduced by lowering
Vemi as shown in Fig. 4. Fig. 5 shows the variation of PUF
power with comparator input common-mode voltage. The PUF
power reduces with increase in V,,,; while noise increases
with increase in V_,,;. Thus, there is a trade-off between PUF
reliability and power and requires a judicial choice of V,;.
For the present design, V,,,; of 475mV was chosen for a PUF
power of 64W and noise o of 560uV.
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Fig. 4. Comparator noise vs Ve

If the PUF mismatch for a certain challenge input is
smaller than noise level, the response for that challenge will
vary with time or be temporally unstable. To minimize the
number of such temporally unstable CRPs, standard deviation
of noise should be much smaller than standard deviation of
random mismatch in PUF cells. Since the distribution of PUF
mismatch and noise are gaussian, probability of a CRP being
temporally stable can be written as

P:1—erf(0°_'"\/§) )
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Fig. 5. PUF power vs Vi

where o,, is the standard deviation of noise and o,,;s iS
the standard deviation of random mismatch in the PUF. The
worst case g,,;s for our design is SmV (when all 60 unit
cells are connected to the comparator input). For P = 0.97,
on has to be less than 190uV. Since o,, for the comparator
is 5601V, we used majority voting technique to reduce the
standard deviation of noise. Fig. 6 shows the probability
density function of comparator noise as majority voting is
applied. A majority voting of 7 reduces o, from 560V to
200pV while a majority voting of 15 reduces o, to 168uV.
A counter clocked by comparator positive output is used for
implementation of majority voting. Majority voting by 2 — 1
(where n is an integer) is chosen to simplify the circuit
implementation. The counter is reset at the start of voting and
the most significant bit (MSB) of the counter output at the
end of voting indicates the result of voting. For this design,
majority voting of 7 was chosen.
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Fig. 6. Noise standard deviation versus majority voting

IIT. SIMULATION RESULTS

Fig. 7 shows the layout of the PUF cells along with
the comparator. The circuit core occupies an area of 40um
by 70um. Working from a 0.8V supply, the proposed PUF

consumes 6uW of power while running at a frequency of
12.5MHz. The leakage power of the design is 39nW. The PUF
cells consume the same amount of power irrespective of the
challenge issued which makes the design robust against non-
invasive thermal imaging attacks or differential power analysis
attacks.

Fig. 7. PUF layout

Fig. 8 shows the results of intra and inter HD simulations.
For intra-HD simulations, the supply voltage was varied from
750mV to 900mV (-6.25% to 12.5%) and the temperature was
varied from -20C to 85C. The intra-HD was averaged across
5 different monte-carlo runs performed for each voltage and
temperature point for 600 challenges. The normalized intra-
HD has a mean of 0.0225 and standard deviation of 0.0096.
Inter-HD simulation was performed for 60 monte-carlo runs of
600 challenges at a power supply of 800mV and temperature
of 27C. The normalized inter-HD has a mean of 0.4982 and
standard deviation of 0.0492.
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Fig. 9 shows the bit-error rate for 5 different

monte-carlo runs of 600 challenges each for different
voltage  {0.75V,0.8V,0.85V,0.9V} and temperature
{=20C,27C,80C} points. The worst-case BER is 7%
while the average BER is 2.25%.



TABLE I

COMPARISON WITH STATE-OF-THE-ART PUFS

This work [8] [9] [7] [1] [3] [10]
Technology(nm) 65 130 90 40 180 22 28nm
Type of PUF Strong Strong Strong Strong Strong Weak Strong
Number of CRPs 1.15 x 10"~ 3.7 x 107] 3-6 bits [~ 5.5 x 1028 |~ 1.4 x 1020 1 1.17 x 1011
Worst-case BER 7% 9% 14.13% <1078 4.8% 4.6% 3.17%
Energy/bit (pJ/bit) 0.48 11 — 17.75 — 0.19 0.097
Voltage range (V) 0.75—-0.9 | 1.08 —1.32 1 0.7—-1.2 1.75—-1.85 |0.7—-0.9| 0.5—-0.9
Temperature range (C)| -20 to 85 -20 to 80 |20 to 100| -25to 125 20 to 70 25 to 50 0 to 80
Intra-HD 0.0225 0.058 0.0644 0.0101 0.0357 0.0097 0.0317
Inter-HD 0.4982 0.499 0.4375 0.5007 0.4 0.49 0.481-0.495
Inter-HD/intra-HD 22.1 8.6 6.8 49.5 11.2 50.5 15.6
8 T T T T T IV. CONCLUSION
7t f - A novel strong PUF, based on voltage divider arrays, is
I presented in this paper. The proposed PUF exploits random
AG i variation in transistor threshold voltage in the subthreshold
&\0,5 5 region and energy/bit and reliability of the PUF are expected
2 to improve with technology scaling. The proposed PUF has a
g 4r low energy consumption of 0.48pJ/bit which makes it a good
%3 | candidate for secure IoT devices. The proposed PUF has a
o current consumption independent of challenge pattern which
2F makes it robust against differential power and thermal imaging
N attacks.
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Table I compares the proposed work with state-of-the-art
PUFs. The proposed PUF compares favorably with state-of-
the-art designs in terms of energy efficiency and reliability.
The proposed PUF has a high inter-HD to intra-HD ratio which
shows that one instance of the PUF is highly distinguishable
from another instance. Randomness of PUF can also be
visually seen from the speckle diagram of Fig. 10. An output
of ‘1’ is represented by a dark box and ‘0’ by white box in
Fig. 10. The output distribution has a random pattern as can be
seen from Fig. 10. Probability of 1 for the outputs in Fig. 10
is 0.487.

Fig. 10. PUF speckle diagram
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