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Abstract—mmWave sensing has emerged as a promis-
ing technique for physical intrusion detection, offering
reliable performance across diverse environments and
benefiting from the growing availability of low-cost com-
modity mmWave devices. However, its integration also
raises critical security concerns, particularly on vulner-
abilities to signal manipulation attacks. While previous
studies have demonstrated the feasibility of such at-
tacks using advanced software-defined radios, practical
and low-cost signal manipulation attacks remain largely
unexplored, highlighting a significant research gap in
understanding the security of mmWave-based physical
intrusion detection systems.

In this study, we identify and experimentally evaluate
a novel reflection manipulation attack that costs less
than 100 USD to implement. Specifically, an array of
low-cost passive corner reflectors is mounted on the
intruder. The reflectors are uniformly arranged in a
circular formation and rotated by a motor. This simple
yet effective design manipulates the CFAR detection
threshold, thereby concealing both the intruder and the
reflectors. Experimental results confirm that the attack
is highly effective under certain system configurations
but fails under others. Motivated by this observation, we
further propose several defenses to effectively mitigate
the threat posed by the attack.

Index Terms—mmWave sensing, wireless security.

I. Introduction

Physical intrusion detection systems designed to detect
unauthorized entry into constrained physical spaces have
been extensively explored in mission-critical contexts. For
example, detection systems deployed in border regions
could effectively detect and intercept illegal crossings [1].
Critical infrastructures rely on these systems to prevent
unauthorized access [2]. Additionally, battlefield deploy-
ments enhance situational awareness by identifying poten-
tial threats [3]. Reliable and robust detection is critical in
those applications.

Millimeter-wave (mmWave) sensing has emerged as a
promising technology for physical intrusion detection [4],
[5]. Unlike conventional camera-based approaches that of-
ten suffer degraded performance in low-visibility conditions
(e.g., fog, heavy rain, or nighttime) [6], [7], mmWave radars
utilize high-frequency radio signals to achieve reliable de-
tection across diverse environmental conditions [8], [9]. The
increased availability of cost-effective commercial mmWave

radar devices has further facilitated practical deployment of
mmWave-based systems [10]. Recent demonstrations con-
firm the effectiveness and potential of mmWave-based phys-
ical intrusion detection for real-world applications [11]–[13].

Despite these advantages, the integration of mmWave
sensing introduces critical security concerns, particularly
regarding the vulnerability to signal manipulation attacks.
Prior research has demonstrated that attackers may forge
reflective signals to mmWave radar in order to create
phantom objects or conceal real ones in detection results
[14], [15]. However, those attacks typically require expen-
sive software-defined radios (SDRs) costing thousands of
U.S. dollars for achieving nanosecond-level synchronization
with the targeted radar and precise signal control [16],
rendering them less practical. Conversely, low-cost signal
manipulation attacks remain largely unexplored, leaving a
significant research gap in fully understanding the security
of mmWave-based physical intrusion detection.

In this work, we address this gap by investigating
mmVeil, a novel reflection manipulation attack executable
with hardware costing less than 100 U.S. dollars. mmVeil
exploits the Constant False Alarm Rate (CFAR) algorithm
widely employed in mmWave sensing to compromise the
detection system. In particular, the CFAR algorithm com-
putes an adaptive detection threshold of reflection signal
based on the background noise to reliably differentiate
real object reflections from ambient noises, maintaining
a reliable false alarm rate regardless of noise conditions
[17]. The mmVeil attack utilizes low-cost reflectors to
generate signals interpreted by CFAR as environmental
noise, thereby artificially elevating detection thresholds and
effectively concealing intruders from radar detection.

Although the idea is straightforward, the successful
implementation faces critical challenges. Specifically, re-
flectors naturally produce strong reflection signals, likely
exposing themselves to detection. To address this challenge,
mmVeil exploits a set of reflectors with a carefully designed
layout so that the CFAR detection threshold on each
reflector is increased due to interference from other reflec-
tors. This design could effectively hide all the reflectors
from detection. For practical implementation, we propose
deploying those reflectors in a rotating circular formation
driven by a motor. With properly configured parameters,
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this design ensures distinct ranges and velocities across
different reflectors that are measured by the radar, which
is essential for successful attacks. We further develop a
lightweight algorithm to search for effective settings of the
reflector array.

We implemented the mmVeil attack using a reflector
array and experimentally evaluated its concealment per-
formance against a commodity mmWave radar. The results
show that the attack’s effectiveness is highly dependent on
the radar configuration. Under vulnerable configurations,
the mmVeil attack can effectively conceal both human
and robot intruders from detection in indoor and outdoor
environments. Moreover, the attack exhibits robustness
to minor variations in the intruder’s speed under those
conditions. These findings highlight the need for mmWave-
based physical intrusion detection systems to avoid the
identified vulnerable configurations. To further mitigate the
threat posed by mmVeil, we also propose several effective
defense strategies.

Our contributions are threefold. First, we identify a low-
cost yet effective concealment attack against mmWave-
based physical intrusion detection systems that has been
overlooked in existing studies. Second, we implement the
attack and conduct a comprehensive evaluation of its per-
formance through real-world experiments. Third, based on
our experimental findings, we propose effective defenses
against this attack.

The rest of this paper is organized as follows. Section II
introduces mmWave-based physical intrusion detection.
Section III presents the system and adversary models.
Section IV explains the rationale behind the attack and
demonstrates the feasibility study. Section V details the
attack design. Section VI evaluates the attack through
comprehensive experiments and proposes effective defenses
against the attack based on the experimental findings.
Section VII reviews related work.

II. mmWave Sensing for Physical Intrusion
Detection

mmWave-based physical intrusion detection typically ex-
plores Frequency Modulated Continuous Wave (FMCW)
radars, which offer strong reliability and are increasingly
available as commercial off-the-shelf devices. The detection
process generally proceeds through the following key steps.
a) IF signal acquisition. The radar periodically emits
a linear chirp signal with a sweeping bandwidth of 𝐵
and a duration of 𝑇 , which is formulated as 𝑠𝑡𝑥(𝑡) =
𝐴 exp[𝑗(2𝜋𝑓𝑐𝑡+𝜋𝐵𝑡2/𝑇 )]. 𝑓𝑐 denotes the carrier frequency.
The reflection signal from an object at range 𝑅 to the
radar is received by the radar as 𝑠𝑟𝑥(𝑡) = 𝐴 exp[𝑗(2𝜋𝑓𝑐(𝑡 −
𝜏) + 𝜋𝐵(𝑡 − 𝜏)2)/𝑇 ], which includes a delay 𝜏 = 2𝑅/𝑐.
Here, 𝑐 denote the speed of radio signals. 𝑠𝑡𝑥 and 𝑠𝑟𝑥 are
mixed to acquire the Intermediate Frequency (IF) signal as
𝑠(𝑡) = 𝑠𝑡𝑥(𝑡)𝑠∗

𝑟𝑥(𝑡).
b) Range measurement. Object ranges are derived from
the frequency components of the IF signal. In particular,

the reflection from an object at range 𝑅 results in a compo-
nent with frequency (2𝐵/𝑐𝑇 )𝑅. The Fast Fourier transform
(FFT), known as the range-FFT, is applied to the IF signal
to resolve frequency components associated with different
objects and their corresponding ranges. The frequency reso-
lution of the range-FFT determines the range granularity,
which is given by 𝛥𝑅 = 𝑐/2𝐵. 𝐵 denotes the sweeping
bandwidth.
c) Velocity measurement. Velocities are measured by
analyzing the phase changes of IF components across
chirps. In particular, the varying propagation delay of
reflection signals from a moving object induces a phase
change in the corresponding IF components. This phase
change is proportional to the object’s radial velocity rel-
ative to the radar. To capture this, the radar transmits a
series of chirps within a sensing frame and inserts idle peri-
ods between frames to mitigate inter-frame interference. A
second FFT, known as the Doppler-FFT, is applied to IF
components across different chirps to extract Doppler fre-
quencies for velocity estimation. The granularity of velocity
measurement determined by the frequency resolution of the
Doppler-FFT is given by 𝛥𝑣 = 𝜆/2𝑇 , where 𝜆 denotes the
wavelength of the mmWave sensing signal.
d) CFAR-based intrusion detection. Constant False
Alarm Rate (CFAR) algorithms are widely employed
in mmWave-based object detection to ensure robustness
against noise. The range and velocity measurements from
mmWave sensing are typically represented as a range-
Doppler heatmap, which visualizes the distribution of re-
flected signal strength across different range and velocity
values. Fig. 1b shows an example of the heatmap. Specifi-
cally, the range and velocity axes are divided into intervals
according to their respective resolutions, forming a grid
of cells. The intensity of each cell indicates the strength
of reflected signals within the corresponding range and
velocity intervals.

To prevent noisy cells from being mistakenly identified
as objects, CFAR algorithms compute an adaptive de-
tection threshold for each cell based on the intensity of
its surrounding cells. Cells located immediately adjacent
to the target cell are excluded from this calculation to
mitigate the influence of signal spillover from the same
object. These cells are referred to as guard cells. The cells
used for threshold estimation are called reference cells. The
selection of reference cells is defined by two parameters, 𝑁𝑔𝑑
and 𝑁𝑟𝑒𝑓 , representing the number of guard and reference
cells along each axis, respectively. Figure 1a illustrates an
example with 𝑁𝑔𝑑 = 2 and 𝑁𝑟𝑒𝑓 = 2. Black and red lines
are used to indicate the boundaries of guard and reference
cells, respectively. The detection threshold is calculated
by aggregating the intensities of the reference cells, for
which various approaches have been proposed [18], [19].
CFAR algorithms enable the mmWave-based detection to
adapt to varying noise levels and maintain stable detection
performance.
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Further steps may be taken before making a final decision
in physical intrusion detection. For example, the detection
system may utilize the antenna array commonly integrated
into mmWave radars to extract the direction of arrival and
3D point cloud data of objects. These additional spatial
features can then be incorporated into the final decision-
making process.

III. System and Adversary Model
A. System Model

We consider a mmWave-based physical intrusion detec-
tion system that follows the procedure outlined in Sec. II
to identify potential intruders. The system comprises a
front-end mmWave radar for data acquisition and a back-
end server for processing. Systems that integrate mmWave
radars with other sensing modalities are beyond the scope
of this study. The system employs the widely used Cell-
Averaging (CA)-CFAR algorithm for object detection. The
effectiveness of the mmVeil attack on alternative CFAR
variants is discussed in Sec. VI. The CA-CFAR detection
threshold 𝒯𝐶𝐴 is computed as

𝒯𝐶𝐴 = 𝑁𝑐(𝑃 −1/𝑁𝑐
𝑓𝑎 − 1)𝐼𝑎𝑣𝑔, (1)

where 𝑁𝑐 and 𝐼𝑎𝑣𝑔 denote the number of reference cells and
the average intensity of reference cells, respectively. 𝑃𝑓𝑎
denotes the desired false alarm rate of detection, i.e., the
possibility that any empty cells are detected as including
objects by mistake.

B. Adversary Model
The mmVeil attack is designed to conceal an intruder

from the detection system. The intruder may be a malicious
human, a trained animal, or a robot remotely controlled
by the attacker. Following adversary models established in
prior literature [14], [15], we make the following assump-
tions about the attacker. The attacker cannot compromise
the mmWave radar or the backend server to manipulate the
detection process. However, the attacker is able to obtain
the radar’s range and velocity resolutions by, for example,
deploying a sniffing device to extract the chirp bandwidth
and duration. The attacker also knows the radar’s physical
location and the CFAR algorithm parameters, including
𝑁𝑔𝑑, 𝑁𝑟𝑒𝑓 , and 𝑃𝑓𝑎. Unlike existing studies that assume
strong attackers capable of generating precisely synchro-
nized spoofing signals, we consider a more practical adver-
sary incapable of precise signal crafting.

IV. Design Rationale and Feasibility Study
A. Design Rationale

The intruder concealment is considered effective if the
detection system reports no object in the range-Doppler
cells associated with the intruder. In practice, mmWave-
based detection systems often adopt lower range resolutions
to maximize coverage area while complying with spectrum
regulations. For example, the U.S. Federal Communications
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(d) CFAR detection on human.

Fig. 1: Reflector’s impact on the Range-Doppler heatmap
and CFAR detection results.

Commission (FCC) permits radar operation over a wide
band (57–71 GHz) with a maximum transmit power of
+10 dBm, or over a narrower band (61–61.5 GHz) with
a higher transmit power of up to +40 dBm [20]. To benefit
from the increased power and thereby extended sensing
range, physical intrusion detection systems typically adopt
the narrowband 61–61.5 GHz configuration, which results
in a range resolution around 0.3 meters as demonstrated
in Sec. II. As a result, an intruder may occupy only a few
range-Doppler cells. For the simplicity of demonstration, we
assume that the intruder occupies a single range-Doppler
cell. The performance on human intruders that occupy
multiple cells is evaluated in Sec. VI.

To conceal the intruder, the attacker manipulates the
CFAR detection threshold in the corresponding range-
Doppler cell. Specifically, the CFAR algorithm sets the
detection threshold based on the aggregated intensities of
surrounding reference cells. By inducing strong reflections
in these reference cells, the attacker raises the threshold
above the signal intensity of the intruder’s cell, thereby
preventing its detection. This effect is achieved using highly
reflective materials, such as smooth metal surfaces. Since
reference cells cover a local region in the range-velocity
domain, the reflector must exhibit only slight differences in
range and velocity relative to the intruder. To satisfy this
constraint, we propose physically attaching the reflector to
the intruder.

B. Feasibility study.
We demonstrate the feasibility of the mmVeil at-

tack through an experiment. Specifically, a TI IWR6843
mmWave radar was deployed for object detection. A human
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subject walked in front of the radar while holding a rod
with a 20 cm×20 cm metal surface attached to the other
end. The metal surface was positioned between the human
and the radar but offset from their line-of-sight path to
avoid blocking direct reflections from the human. To ensure
effective retroreflection, the metal surface was oriented to
directly face the radar. The radar was configured with a
range resolution of 0.5 meters and a velocity resolution of
0.12 m/s, and the reflector’s position was carefully selected
to influence the reference cells of the human.

Figure 1a shows the range-Doppler heatmap from a
sensing frame, highlighting the cells corresponding to the
human and the reflector. The boundaries of the guard and
reference cells are marked based on 𝑁𝑔𝑑 = 2 and 𝑁𝑟𝑒𝑓 = 2.
We further process the heatmap using the CA-CFAR al-
gorithm with a false alarm rate of 0.00001, a commonly
adopted setting in mmWave-based object detection. The
resulting detection output is shown in Fig. 1b. Due to the
reflector’s influence on the reference cells, the human is
effectively concealed from the radar.

To verify the cause of this concealment, we manually
eliminate the reflector’s influence by replacing the intensity
values of the reflector cells with those of adjacent, object-
free cells. The modified heatmap and corresponding detec-
tion results are shown in Figs. 1c and 1d. The successful
detection of the human in the absence of the reflector
confirms the effectiveness of the mmVeil attack.

C. Challenges and Solutions.

Although experimental results confirm the feasibility of
concealing an intruder from detection, realizing the mmVeil
attack in practice introduces several technical challenges.

1) Reflector concealment: A key challenge in executing
the mmVeil attack lies in hiding the reflectors themselves.
Specifically, the moving reflectors introduced to manipulate
the reference cells of the intruder could also be detected as
moving objects, thereby exposing the attack. To address
this issue, mmVeil employs an array of reflectors that
not only cooperatively conceal the intruder but also hide
one another by leveraging the same CFAR manipulation
strategy. In particular, if a sufficient number of reflectors
contribute to the reference cells of a given reflector, the
resulting CFAR threshold exceeds the reflection strength
of that reflector, thereby preventing its detection.

Achieving mutual concealment requires that the reflec-
tors be well separated in the range-Doppler domain. This
translates to that reflectors must exhibit sufficiently dis-
tinct ranges and velocities. To satisfy this requirement, we
design a practical and effective mechanism: reflectors are
uniformly arranged in a circular formation, which is rotated
by a motor. In addition, we develop a lightweight algorithm
to determine the optimal rotation speed, array radius, and
number of reflectors needed to achieve effective conceal-
ment. Implementation details are provided in Sec. V.

2) Consistent reflection from rotating reflectors: The
second challenge lies in maintaining consistent reflection
strength despite the continuous rotation of the reflector
array. Due to the narrow aperture of the radar, a smooth
metal surface can reflect sensing signals back to the radar
only when the incident angle is close to zero, i.e., when the
surface is nearly perpendicular to the incoming wavefront.
However, the surface cannot maintain this orientation
throughout the rotation, resulting in fluctuating reflection
strength and reduced concealment performance.

Fig. 2: Reflection module.

To address this challenge, the mmVeil attack employs
corner reflectors. A corner reflector typically consists of
three mutually perpendicular metal surfaces forming a
cubic corner. This structure reflects incoming signals back
toward the source regardless of the incident angle so long
as the signal enters the interior of the corner. To ensure
omnidirectional coverage during rotation, we construct a
reflection module shown in Fig. 2. The module composed
of eight corner reflectors with complementary orientations,
enabling consistent retroreflection across all angles. Addi-
tionally, we select rounded-edge designs to stabilize the
Radar-Cross Section (RCS) under rotation, ensuring min-
imal variation in reflected signal strength. For simplicity,
we refer to this module as a reflector throughout the rest
of the paper.

V. Attack Design
A. Overview

The attacker attaches an array of reflectors to the in-
truder to conceal it from detection. Fig. 3 illustrates the
implementation on an intruder robot. Specifically, all the
reflectors are connected to a motor and arranged uniformly
in a circle. The motor is mounted on the robot and drives
the rotation of the reflector array. The reflector array
is characterized by three key parameters: the number of
reflectors 𝑁𝑅, the circle radius 𝑟, and the rotation speed
𝜔. Additionally, we denote the central angle between two
adjacent reflectors as 𝜃, which is given by 𝜃 = 2𝜋/𝑁𝑅 due
to the uniform placement.

The success of the mmVeil attack relies on configuring
these parameters to satisfy two conditions: (1) a sufficient
number of reflectors induce reflections in the reference
cells of the intruder to conceal it, and (2) each individual
reflector must also be concealed by having enough other
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Fig. 3: Attack demonstration on a robot intruder.

reflectors contribute reflections to its own reference cells. To
identify such configurations, we model the radar measure-
ments and perform a grid search over parameter settings
to guide the selection of effective configurations.

As discussed later, the effectiveness of a particular con-
figuration of 𝑁𝑅, 𝑟, and 𝜔 also depends on the intruder’s
location, making it challenging to maintain concealment
over an extended trajectory. To address this, we propose
dynamically adjusting the motor’s rotation speed, allowing
the system to adapt to varying intruder positions while
keeping 𝑁𝑅 and 𝑟 fixed.

B. Radar Measurement Modeling
To facilitate accurate spatial representation, we con-

struct a 3D Cartesian coordinate system with the origin
located at the radar’s position. The x-axis is defined to
align with the radar’s boresight direction. The z-axis is
oriented vertically upward, perpendicular to the ground
plane. The y-axis is determined accordingly to complete a
right-handed coordinate system, pointing to the left when
facing along the x-axis. For ease of presenting the attack
design, we make the following assumptions, which do not
affect the general effectiveness of the proposed attack. We
assume the intruder is initially located at (𝑥0, 0, 𝑧0) and
moves toward the radar along the x-axis with a constant
speed 𝑣. The array of reflectors rotates within the x–y
plane.

Accordingly, we formulate the radar measurements on
the intruder and reflectors. At time 𝑡, the radar measures
the range of the intruder, denoted as 𝑅𝐼(𝑡), and the range
of the 𝑖-th reflector, denoted as 𝑅𝑖(𝑡), as

𝑅𝐼(𝑡) = √(𝑥0 − 𝑣𝑡)2 + 𝑧2
0 (2)

and

𝑅𝑖(𝑡) = √(𝑥0 − 𝑣𝑡 − 𝑟 sin 𝜃𝑖(𝑡))2 + (𝑟 cos 𝜃𝑖(𝑡))2 + 𝑧2
0 (3)

respectively. Here, 𝜃𝑖(𝑡) denotes the angular displacement
of the 𝑖th reflector at time 𝑡, which is defined as the angle
between the vector pointing from the center of the reflector
array to the 𝑖-th reflector and the y-axis direction. 𝜃𝑖(𝑡) =
𝜃′ + 𝜔𝑡, where 𝜃′ denotes the initial angular displacement
of the reflector at time 𝑡 = 0.

By taking the derivative, we derive the radial velocity of
the intruder, denoted as 𝑉𝐼(𝑡), and that of the 𝑖-th reflector,
denoted as 𝑉𝑖(𝑡), as

𝑉𝐼(𝑡) = 𝑣(𝑥0 − 𝑣𝑡)
√(𝑥0 − 𝑣𝑡)2 + 𝑧2

0
(4)

and

𝑉𝑖(𝑡) = (𝑥0 − 𝑣𝑡 − 𝑟 sin 𝜃𝑖(𝑡)) ⋅ (𝑣 + 𝑟𝜔 cos 𝜃𝑖(𝑡))
𝑅𝑖

+ 𝑟2𝜔 cos 𝜃𝑖(𝑡) sin 𝜃𝑖(𝑡)
𝑅𝑖

(5)

C. Grid Search for Effective Parameter Settings
An effective configuration of 𝑁𝑅, 𝑟, and 𝜔 for successful

concealment must fulfill two requirements. First, there are
at least 𝑁𝑖𝑐 reflectors inducing reflections within the refer-
ence cells of the intruder to elevate the detection threshold
and thereby conceal the intruder. The value of 𝑁𝑖𝑐 depends
on the relative reflection strengths of the intruder and the
reflectors. Specifically, 𝑁𝑖𝑐 is given by

𝑁𝑖𝑐 = arg min
𝑁∈ℤ+

{𝑁 ∣ 𝑁𝑆𝑅(𝑃 −1/𝑁𝑐
𝑓𝑎 − 1) ≥ 𝑆𝐼} , (6)

where 𝑆𝑅 and 𝑆𝐼 denote the reflection strength of the re-
flector and intruder, respectively. Second, there are at least
𝑁𝑟𝑐 reflectors inducing reflection within the reference cells
of each individual reflector, ensuring that all the reflectors
are themselves concealed from detection. Since all reflectors
are of identical size and generate similar reflection strength,
𝑁𝑟𝑐 depends only on the CFAR algorithm parameters, and
can be computed as

𝑁𝑟𝑐 = arg min
𝑁∈ℤ+

{𝑁 ∣ 𝑁(𝑃 −1/𝑁𝑐
𝑓𝑎 − 1) ≥ 1} . (7)

For example, assuming the CA-CFAR settings of 𝑁𝑔𝑑 = 2,
𝑁𝑟𝑒𝑓 = 2, and 𝑃𝑓𝑎 = 0.00001, a reflector can be effectively
concealed with at least five other reflectors affecting its
reference cells.

Guided by the radar measurement model, we perform
a grid search to identify effective configurations of 𝑁𝑅, 𝑟,
and 𝜔. Specifically, we evaluate a discrete set of candidate
values for each parameter, selected within a specified range
and spaced at equal intervals. For each combination of
the assessed parameter values, we estimate the range and
velocity measurements of the intruder and reflectors based
on the models presented in Sec. V-B, and then evaluate
the corresponding concealment performance. Owing to the
symmetric layout of the reflector array, we assess reflector
concealment by focusing on a single target reflector. If this
target reflector can be successfully concealed, the remaining
reflectors will exhibit equivalent concealment performance.

Search Space. The selection of assessed values is guided
by mmWave sensing principles and constrained by hard-
ware limitations. The range and step size for the rotation
speed 𝜔 are determined by the capabilities of the motor.
For example, the electric gear reducer motor used in our
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experiment supports rotation speeds ranging from 1 RPM
to 90 RPM with a configurable step size of 1 RPM. This
limitation defines the search space on 𝜔. The search for
the number of reflectors 𝑁𝑅 begins at 𝑁𝑟𝑐 + 1 and extends
up to 30, which we found sufficient based on experimental
observations. For effective reflector concealment, the array
radius 𝑟 must be large enough to separate reflectors in the
range domain by more than 2 ⋅ 𝛥𝑅, ensuring that reflected
signals from other reflectors fall outside the guard cells.
Accordingly, the search range for 𝑟 starts from 𝛥𝑅 and
extends up to 2 meters, beyond which the array becomes
too large to be stably mounted on the intruder. The step
size for the radius search is set to 0.05 ⋅ 𝛥𝑅, as smaller
variations typically have negligible impact on concealment
performance. This step size provides a balance between
resolution and computational efficiency, ensuring that the
search does not miss any effective radius values.

Configuration Assessment. We further evaluate each con-
figuration within the search space. According to the range
and velocity measurement models introduced in Sec. V-B,
the angular displacement of a reflector has a critical im-
pact on its range and velocity measured by the radar,
therefore affecting its concealment effectiveness. To reliably
assess concealment performance, we evaluate 360 angular
displacements of the target reflector, spanning from 1 to
360 degrees. For each angular displacement, we compute
the ranges and velocities of the intruder and all the re-
flectors using eqs. (2) to (5) and determine their corre-
sponding range-Doppler cells based on the system’s range
and velocity resolutions. We then estimate the resulting
range-Doppler heatmap using the experimentally measured
reflection strengths of the intruder and the reflectors. The
CA-CFAR algorithm is subsequently applied to determine
the detection result. A configuration is considered effective
if both the intruder and the target reflector are consistently
concealed across all 360 evaluated angular displacements.

D. Concealment over Extended Trajectory

As indicated by eqs. (2) to (5), the range of the intruder
robot also affects the radar measurements and the effec-
tiveness of concealment. A configuration that successfully
conceals the intruder and target reflector at one range may
fail at another. To address this limitation, we leverage the
configurable rotation speed of the motor. Given a planned
movement trajectory of the robot, we divide it into short
segments, each of length 𝛥𝑅. For the starting point of each
segment, we acquire all the effective configurations through
the grid search. We then identify values of 𝑁𝑅 and 𝑟 that
could achieve effective concealment across all the segments
when combined with different 𝜔 values. The reflector array
is constructed using one such 𝑁𝑅 and 𝑟 configuration.
During operation, the attacker adapts 𝜔 in real time based
on the current location of the intruder robot, ensuring
consistent concealment throughout its movement.

VI. Evaluation
A. Implementation

We implemented a mmWave-based physical intrusion de-
tection system using the TI IWR6843 radar [21]. The radar
board was connected to a TI DCA1000EVM data capture
board [22], which was further connected to a Dell Latitude
desktop via an Ethernet cable to stream the captured IF
data for processing. On the desktop side, we implemented
the standard data processing procedure described in Sec. II
using MATLAB.

We further implemented the reflector array for mmVeil.
Specifically, the reflector frames were fabricated using an
Ultimaker 3D printer and coated with metal foil to create
smooth high-reflectivity surfaces. Alternatively, the frames
can be constructed from rigid paper or plastic boards
as a low-cost substitute. The reflectors were mounted on
wooden rods, which were connected to an electric gear-
reducer motor. The motor was powered by an external
power supply and controlled the rotation of the reflector
array.

B. Evaluation Metrics
Physical intrusion detection systems may adopt different

algorithms to identify potential intrusion, which may result
in varying outcomes on the same mmWave sensing data.
To support a more general and algorithm-independent
evaluation, we propose a generic metric for the assessment
of concealment performance. Specifically, we process the IF
data from all mmWave sensing frames and apply the CFAR
detection algorithm. The attack is considered successful
on a frame if no moving object is detected in any range-
Doppler cell. Otherwise, the attack is considered to have
failed for that frame. We define the Ratio of Frames
with Successful Concealment (RFSC) as the proportion
of successful frames over the total number of frames and
employ it as the metric for performance evaluation.

C. Performance Evaluation
For a comprehensive evaluation, we experimentally as-

sessed the effectiveness of the mmVeil attack under a vari-
ety of settings. To avoid repetitive descriptions, this section
first presents the evaluation under a specific configuration,
which serves as the default experimental setting. When
analyzing the impact of an individual factor, we vary that
factor while keeping all other parameters fixed at their
default values.
Basic experiment. We conducted the basic experiment in
an outdoor environment, which is an empty parking lot.
The radar was configured to reflect the narrowband settings
commonly used in physical intrusion detection systems.
In particular, the radar parameters were set as follows: a
sweep bandwidth of 500 MHz ranging from 61.0 GHz to
61.5 GHz, a chirp duration of 25.60 𝜇𝑠, and 128 chirps per
frame. Additionally, the radar transmitted 40 frames per
second by adjusting the inter-frame interval accordingly.
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Fig. 4: The default setup of experiments.

Under this configuration, the range and velocity resolutions
were 0.3 meters and 0.12 m/s, respectively. We employed
the CA-CFAR algorithm for object detection, with 𝑁𝑟𝑒𝑓 =
2, 𝑁𝑔𝑑 = 2, and 𝑃𝑓𝑎 = 0.00001.

We further employed a mobile robot to emulate the
intruder and mounted reflectors on it to implement the
attack. The robot was programmed to move toward the
radar at approximately 0.3 m/s, starting from a distance
of 15 meters and stopping at 10 meters. Based on the grid
search results, we constructed an array of 15 reflectors ar-
ranged in a circular formation with a radius of 0.73 meters.
During the robot’s movement, the rotation speed of the
motor was reconfigured every 0.3 meters according to the
optimal settings identified through the grid search.

We processed all the sensing frames captured during
the robot movement using the standard data processing
pipeline described in Sec. II, and identified successful
frames in which no moving object was detected. This exper-
iment was repeated 10 times, resulting in an average RFSC
of 0.442. Fig. 5 illustrates the range-Doppler heatmap of a
successful frame and the corresponding CFAR result. The
rotating reflector array introduced significant noise in the
reference cells around the robot, effectively concealing it
from detection. For comparison, we removed the reflector
array from the robot and repeated the experiment. In this
case, the robot was detected in all frames, further validating
the effectiveness of the mmVeil attack.
Performance on Human Intruders. We conducted experi-
ments to evaluate the concealment performance on human
intruders. As illustrated in Fig.6, a human subject held the
reflector array to emulate an intruder. The subject walked
toward the radar at an approximate speed of 0.3 m/s,
starting from 15 meters away and stopping at 13 meters.
The average RFSC across 10 experiment runs was 0.148.

While the attack remained effective, the concealment
performance on human intruders showed noticeable degra-
dation compared to that on robot intruders. This degrada-
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(b) CFAR detection result.

Fig. 5: The range-Doppler heatmap and CFAR detection
result of a successful frame.

Fig. 6: The implementation of the human intruder.

tion can be attributed to two primary reasons. First, the
human body is larger than the robot, resulting in stronger
reflections. Second, human movement is more complex,
with different body parts exhibiting varying velocities.

To enhance concealment performance, we propose sup-
pressing reflections from the human body using absorbing
materials. Specifically, we attached a 24 cm×24 cm C-RAM
MMW-1 microwave-absorbing foam [23] to the subject’s
chest and repeated the experiment. The average RFSC
across ten runs increased significantly to 0.393, which is
comparable with the performance on robot intruders.
Impact of Environmental Factors. We further evaluated
the performance of the mmVeil attack in an indoor envi-
ronment to examine the impact of environmental factors.
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Specifically, the system was deployed in a corridor ap-
proximately 1.5 meters wide, while all other configurations
remained identical to those in the default setting. The
average RFSC measured across ten experiment runs was
0.34, indicating a degradation in concealment performance.
We speculate that this decline is attributed to the rich
multipath environment inherent to indoor settings. In par-
ticular, beyond the line-of-sight reflection path, mmWave
signals also propagate via reflections from walls, the ceiling,
and the floor, causing energy to spill over into neighboring
cells. This spillover disturbs the precise relative range and
velocity differences between the intruder and reflectors,
which are critical for effective concealment.
Impact of Velocity Variations. Accurate speed control of
the intruder is often challenging in practice, particularly
for human intruders. Therefore, it is critical to assess the
robustness of the attack against intruders with varying
speeds. We used the robot for this experiment. The reflector
array was configured for an intruder speed of 0.3 m/s as
in the basic setting. We then configured the robot to move
toward the radar at different speeds, including 0.26 m/s,
0.28 m/s, 0.32 m/s, and 0.34 m/s. For each speed, the
experiment was repeated 10 times, and the average RFSC
was recorded. The results are summarized in Tab. I. We
also list the RFSC of the basic experiment for reference.
Experimental results indicate that minor variations in
velocity have negligible impact on the effectiveness of the
mmVeil attack, thereby confirming its robustness in real-
world scenarios.

Velocity (m/s) 0.26 0.28 0.3 0.32 0.34
RFSC 0.436 0.425 0.442 0.434 0.42

TABLE I: The impacts of speed variances.

Impact of Range and Velocity Resolutions. We further
evaluated the impact of the range resolution 𝛥𝑅 and
velocity resolution 𝛥𝑣 of the radar system. Specifically,
we tested various resolution settings and experimentally
measured the corresponding RFSC values. The results are
presented in Tab. II, where the units for range and velocity
resolutions are meters and m/s, respectively. For certain
configurations, we were unable to identify any reflector
configuration to achieve effective concealment, and the
RFSC is reported as 0 for those cases. Additionally, we
measured the minimum distance at which the intruder
could approach the radar while maintaining effective
concealment, defined as an RFSC above 0.3. This distance
is reported in the parenthesis next to the corresponding
RFSC value.

The results suggest that the attack is more effective
against radar systems with finer range resolution. Configu-
rations combining coarse range resolution with fine velocity
resolution—or vice versa—tend to be more robust against
the attack. However, we were unable to derive a precise
principle for assessing specific configurations. We recom-
mend experimentally evaluating a configuration before its

deployment in a real-world detection system.
Effectiveness on CFAR Variants. Finally, we experimen-
tally evaluated the performance of the mmVeil attack
against various CFAR algorithms. In addition to the com-
monly used CA-CFAR, we tested several popular alter-
natives, including Greatest-Of (GO)-CFAR, Smallest-Of
(SO)-CFAR, and Ordered Statistics (OS)-CFAR. Our re-
sults indicate that mmVeil can achieve slightly better con-
cealment performance against GO-CFAR and SO-CFAR,
as these algorithms compute detection thresholds using
fewer reference cells, making them more susceptible to
manipulation. In contrast, OS-CFAR exhibits significantly
greater resilience to the attack. Specifically, the Median-
CFAR which determines the detection threshold based
on the median intensity of the reference cells can nearly
eliminate the effectiveness of mmVeil. This is because the
attack can only manipulate a limited number of reference
cells, resulting in minimal impact on the median intensity
value used by the OS-CFAR algorithm.
D. Defenses Against mmVeil

Inspired by our experimental findings, we propose several
defense strategies to effectively mitigate the threat of the
mmVeil attack. First, the detection system can adopt radar
configurations resulting in range and velocity resolutions
that have been experimentally validated to be more robust
against the attack. Second, the system may adopt OS-
CFAR algorithms to improve resilience, as their reliance
on the median intensity of reference cells makes them less
susceptible to manipulation. However, a more sophisticated
reflector deployment may still compromise the system by
influencing a larger portion of the reference cells associated
with the intruder. Finally, the system may employ alter-
native detection techniques, such as deep learning-based
analysis, instead of CFAR algorithms. As demonstrated in
our experiments, physical intrusions can be easily detected
in the heatmap even with interference from reflectors.
Nevertheless, this approach incurs significantly higher com-
putational and data collection overhead.

VII. Related Work
Motivated by the rapid advancement of mmWave sensing

technology, there has been extensive research on the secu-
rity of mmWave sensing systems. Many of these studies
focus on physical-layer security. For instance, transceivers
have been exploited to forge reflection signals based on
the received signals, enabling the creation of fake objects
detectable by mmWave radars [24], [25]. However, such
attacks are generally ineffective at concealing real objects
from detection. Software-defined radios have also been
successfully employed to launch signal spoofing attacks
on mmWave radars, enabling both the injection of fake
objects and the concealment of real ones [14], [15], [26].
Nevertheless, these attacks require specialized hardware
that costs thousands of dollars, limiting their practicality
in real-world scenarios.
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𝛥𝑅
𝛥𝑣 0.062 0.092 0.12 0.24 0.37

0.2 0.362 (5 meters) 0.46 (3.4 meters) 0.125 (NA) 0.103 (NA) 0 (NA)
0.3 0.143 (NA) 0.264 (NA) 0.443 (4.7 meters) 0.26 (NA) 0.1 (NA)
0.4 0 (NA) 0.06 (NA) 0.175 (NA) 0.396 (5.6 meters) 0.297 (NA)

TABLE II: The impacts of speed variances.

The most relevant study to our work is TileMask [27],
which employs 3D-printed reflective materials to mislead
deep learning-based radar object detection. This attack can
effectively cause autonomous vehicles to either ignore real
objects or react to non-existent ones. However, TileMask
is specifically designed for deep learning-based detection
and is not effective on physical intrusion detection systems
that may not rely on such methods. For similar reasons,
other studies focusing on the security of deep learning-
based mmWave sensing systems are considered orthogonal
to our work [28], [29].
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